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Introduction

Digital information is the single most
important asset held by any company in the
modern business world. As work forces and
business processes become more distributed,
data proliferates and flows freely to where it

is needed. However, with that increased
distributiont on mobile devicesyirtual
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speeding’across the networks in between
themt RIF G+ OFly Ffaz2z o0S02Y
greatest liability.
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Traditional perimeter devicecentric
RSTSyaSa R2y dsoffrdef T Af €
distributed world, and securing specific

devices or particular networks is not a

scalabler and thus not a viable solution.

The industry is clamoring for a new, simpler
way to protect and manage data, both while

it is at rest and in motion aoss networks.

CAG1T NY2 N 51 lebehtgtifelnel®  «
paradigm for informatiorcentric protection
FYR RFGF YFYyF3aSYSyi
landscape. Bgontinuouslyprotectingthe

data itself using persistent Smart Tags
DataControl is aniquesolutionthat
overcomes the traditional obstacles of
controlling dataat specific pointsvirtual
environmentsor on deviceslt is fast,
transparent to users andpplications much
simpler and more effective than a patchwork
of point productscan be.
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capabilities, its architecture, and the technology
that reduces the complexity and costs associated
with protecting sensitive data, within and outside
the enterpriselt also discusses how upcoming
trends such as virtualization will expose even
larger holes in traditional device focused security
products making the informatiorcentric

approach from BitArmor the only viable solution
for true data protection
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The Problem

With the explosion of devices, the ubiquity of networks, and the distributed nature of business,
organizations find it increasingly challenging to protect and manage sensitive data. They are
burdened with multiple point slations that only secure a specific device or network link. These
point solutions have to be integrated to provide a more complete security capability, which
makes the infrastructure complex and costly to maintain. In addition, transition points among
these solutions become the weak link in the security chain because they are vulnerable to
breach. Many solutions are also difficult to work with because they require changes to
applications or user behavior, or require complex PKI infrastructure to suppatsagaurity.

Though managing data is a keystone to actually protecting it, data management often comes as
an afterthought. For business data to be productive, it has to be readily accessible to and easily
usable by authorized users. Conversely, once dataines obsolete and loses its business

value, it becomes a liability until it can be destroyed. That management process is an additional
burden to IT administrators if it must be done via numerous point solutions that classify, audit,
and enforce retentiorpolicies.

The combination of data distribution and the inability of point solutions to effectively control
data, presents a huge challenge to companies. It is the reason for the majority of significant data
breaches we observe today.

Fixing the problemAn information-centric approach

With the proliferation of computerslevices, servers, ports, and networks over which data can

be distributed, it is almost impossible to control each device to prevent unauthorized access.

Most products that secure or manageaterprise data are focused on specific points: like a

laptop, port, USB device, or network. But as distributed data explodes across the enterprise,

0K2aS LRAyGa FNB YdAf GALX @Ay a2 FlLad GKIFG GNF RAL
secure andnanaged everywhere it goes, as it moves and while it is stored. But with the
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without burying IT staff in a mass of different technologies that is both too compleratage

and too costly to maintain.

Despite the varied nature of these devices, one factor remains constant: the data itself.
Continuously potecting the data itselfregardless of which device or network it isigthe only
way to ensure that protectiomwill be ubiquitous and scalablBitArmor developed DataControl
to solve that problem; it continuously protectise data itself, not the device on which it is
storedor the networks that it travel through

DataControl encryptsensitive datay attachinga{ Y I NJi to ¢hé dhata itselft a tag that

travels with the data to secure, track, and control it while it is both in flight and at rest. Smart
Tags carry policies for security, retention, expiration, and auditing as data travels through an
organizatioror outside to partner® . A { InfNdvigidhidentricarchitecture also enablethe
consistentenforcement ofthose policesembedded in the Smart TaBitArmor DataControl

solutions are well suited for Healthcare, Retail, and Financial Services that handle large amounts
of sensitive data athface severe penalties for not adequately protecting it.


http://www.bitarmor.com/smarttag
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BitArmorDataContrak & 2 ¥ dolgels tdSproblem of disjointed poksbluion security by
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the data itselft a tag that travels with the datatsecure, track, and control ipth inmotion

and at restSmart Tagsontinuouslyprotectthe data, notthe devicest rests on By doing so,

DataControis device independent and thereforiminates the cost and complexity 0§ing

multiple devicecentric,point productsto achieve the same breadth of protectiol enables

true control of dataat restand irmotion,g A 1 K 2y S Sl aéend2nawnS> Stk aeéenidz2mn

DataControl provides an integrated solution that protects against multiple threat scenarios using

1. Persistent file encryptio@A I { Y I NI ¢ lpratects an8 @daafesid@adoa
desktops, laptops, file shares, USB/removabezlia emailattachmentsand backup
tapes to guardagainst both internal and external threats

2. Full disk encryptioprovides extra protection againskeernal threats from the thefor
loss of laptop computers.

3. Policybased data managemeappliesretention policiessuch as expiring accetss
obsolete data.

different kind of device, thereby reducing complexity and castgrotecting an enterprise
infrastructure 5 I G I / 2 sofiwisi® drdDitecture is fast, transparent to emders, and simple
to manag from a central location.

Capabilities oBitArmor DataControl

DataControl includes a range of capabilities that protect sensitive data within and outside the
enterprise.

Persistent FilEEncryption(PFE). A 1! N¥2ND&a FTA{S SYyONRLIIA2Y Aa RATT
centric protection igersistentfor data both in motion and at rest. Protection policies travel

with data in SmartTags as it moves from device to deviceoaadthe networks between them,

independenbf what device is used to store data. PFE protects against data leakage and

unintentional data loss, as well as malicious theft, because it provides a fundamental layer of

protection at the most critical point:tahe data itself.

Smart Tags enforce protection of data as it is E
1 Saved on desktops mobile devices & s
such adaptops :-g M= 5
B =

1 Transferred to USB/removable

media \\

f On application, file shares, storage _*
servers or backugapes P

1 Transported outside the organization —

on USB devices p /
1 Intransit as erail attachments or via )IH ’ , @ (2>
FTPoutside the organization (%


http://www.bitarmor.com/datacontrol
http://www.bitarmor.com/datacontrol/fileencryption
http://www.bitarmor.com/datacontrol/diskencryption
http://www.bitarmor.com/datacontrol/datamanagement
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Full Dsk Encryption(FDE)While PFE protects sensitive data on laptop computers, such highly
mobile devices may need an extra layer of security. Because they are at high risk for theft or
loss, DataControl also offers FDE to protect all data on Windows XP&ea&Sontrol will
manage BitLockerkeys as its FDE solutitor Windows Vista in a future releastsat are
frequently outside of a secure environment. BitArmor FDE ensures that data on laptops remains
Ayl O00SaaAroftsS (2 dzyl dziK2NAT SR dziufdiskendryptioni KS& | NB f
capabilities include:

1 Multiple authentication options:Use either preboot authentication options or

auto-boot directly into Windows.

1 Multiple users on encrypted laptopsAllows the machine administrator to allow laptop
access to dter users

1 Intelligent background encryptionEncrypts the PC hard drive in the background
without any impact to user workflow

Reporting Enables the administrator to see and report on status of all systems

Password recoveryEasy recovery of lost passwerdsing a challengesponse
mechanism

1 Recovery utility In case of a damaged or nbootable drive, DataControl proves a
utility to recover the data.

Strong Authentication DataControl can be used to guarantee user identity using strong
authentication intuding pasword and two-factor systems. Cryptographic protocols ensure that
authentication credentials cannot be stolen from the network.

Dynamic Access ContrdDataControl provides dynamic access control with a cryptographically
enforcedaccesscontrol list (ACL)Access control policies travel with data in Smart Tags so they
are consistently enforced on different computers and as data travels over various networks.

Data ClassificationMost companies have a huge challenge in identifying #assifyingdata
with high business impacbataControl allows the organization to &y the data being
securedso that highimpact data can be identified, logged and more importantlyt
protected.

Data Retention and ExpiratiarBitArmor DataControl enalderetertion policies forall data,

eitherbyi A YSR LRt A0& 06Sd3d & SELA NBdate pokcNB.G & S NE FNR Y
4 SELIANB A& 5 S 0 SAcceS BitArmaEpratested tatadexpires when it reaches the

end of its predefined retention policyegardless of where that data resideddministrators do

not have to track the data in order to enforits respective retention policyOnceaccess

expires, it cannot be accessed or altered by previously authorized 0$erdata still existsand

authorized security administratorsanrecover itfor historical or eDiscovery purposes. Data

remains securafter access expirdsecause it remains encrypted

Data Destruction BitArmor DataControl can reduce the cost of maintaining and recovering
obsoleteor unnecessary datavith its programmatic data destructiooapability When data
reaches the end of its retention policy, it may be completely and permanently destroyed.
BitArmor technology lets data administrators destroy data remotely, whether it reside&sSah
laptop, file server, or backup tape, even if it has been transmitted asmaailattachment. Once
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data is destroyed, DataControl allows for recovery of storage space by actually deleting the data
itself.

Auditing and tracking BitArmor provides aentral audit log that allows enterprises to track and
capture many different types of data activity for security and compliance audits. In addition to
user activities (reads, writes, authorized access attempts, and unauthorized access attempts),
the auditlog also records administrator activities, errors, and alerts.

UsageScenario

Figure 1 illustrates a typical, although simplified, IT infrastructure. This example depicts a LAN,
WAN, WLANor Internet network connecting personal computing devices witkral storage
capacity, application servers with internabsage capacity, and centrahared storage servers.

All data stored on the personal devices, application sepzard shared storage devicesas

well as in transit between them isunprotected unencrypted, and vulnerable to abuse.

Endpoint Endpoint File Shares /
Client Client ApplicationServers
1 ..................... N
I - -
’b") \ T\ M n%, ‘ n% 2\
| \‘ / “ | \
| M | Network |}y e ‘
// ‘\ s— —
! |
Storage Storage
Server Server
1 ..................... N

M Unprotected Data

Figure 1. Typical IT Infrastructure

Figure 2 illustrates the impact of BitArmor DataCondnadl itsinformation-centric architecture
DataControl enables consistent protectiofidata stored on endpoint devicesrsers, and

storage devices as well as in transit between them. BitArmor Smart Tags remain attached to
data as it travels ovehe infrastructure and is stored on various devices. Data remains
encrypted until it is accessed by a properly authenticated .uSecurity, access, tracking, and
auditing policies contained in respective Smart Tags remain with data to govern its use across
the enterpriseand keep it protected in transit to partners outside the enterprigbis
information-centricapproach enablesiB\rmor to control dataacross a wide variety of devices
and reducing the complexity that comes with using point solutions for each device.
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Figure 2. Impact of BitArmor DataControl on a Typical IT Infrastructure

Primary Benefits of DataControl

Many organizations have hesitated to adopt enterprisale data protection because afew
challengesEncryptiortechnologyhas been narrowly focused using poproducts very

O2YLX SE (2 YIyl3aS8s | yR SEGNBYSt & BRMmoNHzLIG A 0SS (2
DataControl ibuilt on afundamental concepof protectingthe dataitself ¢ this enables the

solution tobalancecontrol, usability, and manageability overcomne these obstacles.

1 TransparencyBitArmor DataControl is designed to protect datepany network, for
any applicationin virtual or physical environmentand stored on any media without
requiring changes tthat infrastructure  at very high speedd his makes BitArmor
DataControl transparent to users, applicatipasd even IT pfessionals, thereby
eliminating costly training and new workflows.

1 Simplicity:BitArmor DataControl is simple to deploy and manage. It can leverage
existing directory services, such as Active Directory, for authentication and to discover
users, allowing smurity administrators to control data via familipoliciesbased on
users groupsand devices instead of encryption key¥ith BitArmor, all key
management is automatic and transparent, which eliminates the cost and complexities
of a Public Key Infrastruure (PKI).

9 Enterprise scalabilityBitArmor provides a single solutidor data protection and
managemengcrosshe enterprise Because it protects data anultiple devices
removable media, laptops, desktops, servers, storage setveasd overvarious
networks an organization does not neea integratemultiple, devicecentricpoint
products For highly mobile devices like laptop computddstaControl alsoffersfull
disk encryptiorfor an additional layer of protection.
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9 Virtualization security:The informationtcentric approactor data protection is uniquely
suited to organizations that are investing in virtual environments. Devices, networks and
applications are becoming virtualizechowever, data is and cannot be virtualized. The
longevity of dad compared to the virtual environments also points to the importance of
protecting data. DataControl is the only solution that can truly protect data as it moves
between virtual and physical environments.

1 Enhancing DLP solutionBata leakage prevention (DLP) technology discover
sensitive data withirthe enterpriseand block or quarantine it based on policy.
However, ly limiting the flow of data, DL&buldinterrupt natural busines workflow
impact productivity and require manual intervention to comply with regulatory
requirements The optimal approach would be to transparently protect data discovered
by DLP solutiongsing BitArmor Smart Taged enable secure sharing of this protected
data. Smart Tags can contain the right access control, classification and even data
retention policiesvhereverthe data goeg; this enablesthe promise of Discover Once,
Protect Forever.

Architecture

BitArmor DataControl consists fafur major components: the Smart Tag, the centaintrol
Serverthe Control Agent softwarénstalled on endpoint devices (e.g. laptops, desktops,
servers) within the organizatioand the Control Sentry applet for accessing protected data
outside the organizson.

Extend Enforce Activate Manage

X(
F
.%/‘;
=)

) — E b
BitArmor BitArmor BitArmor BitArmor
Control Sentry SmartTag Control Agent Control Server

Figure 3: Architecture of DataControl

BitArmor Smart Tag

Smart Tags attach security, retention, expiration, and auditing policies to data as it moves
throughout an organization. They ensure that security and management settings for a particular
file, folder, volume, or directory are always enforceable and arsistentlyenforced,

regardless of where data sent or where it is stored. Policies in Smart Tags can be updated by
administrators and authorized users as necessary.

Smart Tags include:
1 Protection and access control policies
9 Tracking and audit polies

1 Retention policies, including expiration and destruction
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A Smart Tag issed for reakime enforcement of these polices so that data can be protected,
tracked and expired as needed. BitArmor Smart Tags are @agispto applications, networks,
andstorage devices.

BitArmor Control Server

TheBitArmorControl Server manages access control lists, encryption keys, and policies that are
distributed via Smart Tags. It automatically manages encryption keys and records activity for
Smart Taggedata in the catral audit log. The Control Server consists of BitArmor Control
Server software installed on a pairredundant,hardened commercial, othe-shelf servers
attached to the network.

The Control Server gives administrators a single console from whiclcdhapanage access,
encryption andauthenticationpolicies throughout their organization. They can also add and
manage authorized users, groyps devices by automatically synchronizing with an Active
Directory domain. This enables the administrator ¢émirol data by managing a familiar
directory environment instead of managing encryption keys.

BitArmor Control Agent

The Control Agent islaghtweight, norrintrusive software client installed on computers that

create, track, access, or transmit BitArreontrolled data. It is transparent tdtS O 2 Y LJdzi S ND a
operating systemexisting software applications, angsers.The Control Agent can provide

persistentfile, folder, and voluméevel protection on removable media, P@pplication

servers andstorage severs It can also be configured to providdifdisk encryption of a
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Figure 4BitArmor Control Agent



